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1.	Introduction
1.1 LS from SA in SP-180914
The protection of initial NAS messages is required in Release 15 as indicated by the incoming LSs in SP-180914: 
-	SA confirms that a solution for initial NAS message protection for the initial NAS messages as defined in TS 24.501 cl. 5.3.1.1 is required in rel.15.  
-	SA2 to analyse impacts in TS 23.501/TS 23.502 procedures with this approach and perform necessary changes.
-	Stage-2 procedures in SA2 and stage-3 protocol work in SA3 and CT1 is targeted to be completed by December 2018. Working groups are requested to make every effort to achieve this target.
From this LS, it can be concluded that:
-	initial NAS message protection is required in Rel-15
-	WGs are requested to make every effort to achieve this
-	a reduced set of information should be sent unprotected 
1.2 LS from SA3 in S3-183066
The LS in S3-183066 provides further inputs with respect to which information elements should be sent in the clear. Therefore, stage 2 specification has to be updated to meet the requirements in SP-180914 in addition to the SA3 inputs.
SA3 has discussed the topic and replied in LS S3-183066 indicating that:
There was guidance from SA to cipher everything except for UE identity, e.g. GUTI/SUCI. However, to retrieve security context and/or establish security, the following IEs have to be sent in clear in addition to UE identity: Message information (Extended Protocol discriminator, Security header type, Spare half octet, Message identity and Registration type information (similar information for other messages)), ngKSI, UE security capabilities, 4G TAU IE, Indication that UE is moving from EPC 
From SA3 perspective, there is no functional reason to send S-NSSAI or latest TAI in clear. Therefore, SA3 has prepared a draft CR (please see attached) removing those IEs from the cleartext elements and including them in the ciphered IEs. 
[bookmark: _GoBack]SA3 assumes that the Indication that UE is moving from EPC is needed to fetch the MM context from the MME. If it is not needed, then SA3 prefers to have it sent ciphered. Could SA2 and CT1 confirm whether Indication that UE is moving from EPC is needed to fetch the MM context.
From this it can be concluded that:
1. in addition to UE identity, the following fields/IEs should be cleartext IEs: Registration type, UE security capabilities, 4G TAU IE, Indication that UE is moving from EPC
2. SA3 indicates that the last TAI and S-NSSAIs should be ciphered. 

2. Proposal
The following is proposed based on the received LSs and the discussion in this paper:
Proposal 1: the Additional GUTI IE is a cleartext IE.
Proposal 2: the Indication that UE is moving from EPC should not be a cleartext IE i.e. it should be sent ciphered.
Proposal 3: the Requested NSSAI IE shall be sent ciphered.


3. Annex for Discussion
3.1 Identifying all the cleartext IEs
The UE identity (5GS mobile identity IE), which may be a 5G-GUTI, is already identified as a cleartext IE. However, there is also the Additional GUTI IE that is used when the UE performs an inter-system change from S1 mode to N1 mode and the UE has a native valid 5G-GUTI. Since the 5G-GUTI is already identified as cleartext IE, and the Additional GUTI IE only carries a 5G-GUTI, then this IE should also be a cleartext IE.
It is obvious that since the 5G-S-TMSI is a subfield of the 5G-GUTI, then the 5G-S-TMSI is also a cleartext IE.
Proposal 1: the Additional GUTI IE is a cleartext IE.
Next, SA3 ask whether the UE status IE is needed to fetch the MM context from the MME, which would then determine if the IE is to be ciphered or not. The UE in single-registration mode with N26 interface supported in the network, after an inter-system change from S1 mode to N1 mode, will include the Tracking Area Update (TAU) message (sent in EPS NAS message container IE) in the Registration Request message and the 5GS registration type will be set to “mobility registration updating”.
The presence of the TAU message and the registration type indicating “mobility registration updating” is enough for the AMF to know that the UE is moving from S1 mode, and based on which the AMF attempts to fetch the UE’s context from the MME. Therefore, the Indication that UE is moving from EPC (UE status IE in stage 3) should not be a cleartext IE as it is not required for fetching the UE’s context.
Proposal 2: the Indication that UE is moving from EPC should not be a cleartext IE i.e. it should be sent ciphered.
Finally, on the Requested NSSAI IE, SA3 indicates that this IE should not be a cleartext IE, and SA2 proposes to provide this IE ciphered
Proposal 3: the Requested NSSAI IE shall be sent ciphered.
Given the above, the full set of cleartext IEs and the initial NAS message to which they apply are listed in the following table:
Table 1: The set of cleartext IEs
	Field or IE name
	Initial NAS message to which it applies

	1. 5GS mobile identity (SUCI, 5G-GUTI, or 5G-S-TMSI)
	All initial NAS messages
(5G-S-TMSI only applicable to Service Request message)

	2. 5GS registration type 
	Registration Request

	3. UE security capability 
	Registration Request

	4. Additional GUTI
	Registration Request

	5. 4G Tracking Area Update
	Registration Request

	6. Service type 
	Service Request



Note: the full set of cleartext IEs is FFS depending on discussions in CT1 and RAN2.
This list of IEs are the ones contained in S2-1810081.
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